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QUY CHUAN HE THONG MANG CHO SMARTHOME

1. DAy mang

- DAy mang nén sir dung t6i thiéu loai Cat5e.

- Day dai trén 60 m nén sir dung loai c6 chdng nhiéu (STP)

- Day mang di ngoai troi hodc am dudi dat nén sir dung loai ngoai troi ¢6 vo chong UV

- Khong nén st dung cap mang cac thuong hi¢u AMPLX SINO

- Pau mang va 6 mang 4m tuong bt buoc phal d4u nbi theo chuan B

- Céc thiét bi s dung ngudén POE va can do 6n dinh nhu camera va wifi router nén dung cap
Cat6; va khong duoc ndi day.

2. Thiét bi mang:
2.1 Router:

- Router nha mang chi chiu tai dugc khoang 50 thiét bi. Néu s6 luong thiét bj két ndi nhiéu hon
hay can nhic nang cap router

- Néu c6 thé nén tranh nha mang VNPT; tranh dung Router sim 4G/5G.

- Kiém tra toc d: vao trang speedtest.net. Téc d6 mang chap nhan duoc néu két qua
Upload > 10 Mbs, Download > 20 Mbs, ping < 50 ms

2.2 Switch:

- Can nhic str dung switch PoE néu dinh dung camera PoE ngoai trdi hodc Wifi co PoE (Ruijie
dong AP, Unifi, Aruba...)

- Nén su dung switch tdc do tdi thiéu 1Gbs

- Nén tap trung ddy mang vé router hoic Core Switch, han ché tiép ndi Switch to Switch qua 4

nut
ROUTER SWITCH 1 SWITCH 2 SWITCH 3
@_ 0 - Laey Lol felo Lol pa)
Internet 8 Port Gigabit Switch 8 Port Gigabit Switch 8 Port Gigabit Switch 8 Port Gigabit Switsh
2.3 Wifi:

- Str dung wifi téc d6 tdi thiéu chuin Wifi 5 (ac)

- Néu dung nhiéu hon 1 wifi nén sir dung loai wifi c¢6 chirc nang mesh -> ca nha ding chung 1
song wifi, khong bi mét két ndi khi di tir chd nay sang chd khac

- Nén dung cac wifi ciing hing dé dam bao 6n dinh

- Tinh toan dé mdi wifi tai khoang 20-30 thiét bi

- Neén dung két ndi day wired Backhaul; han ché mesh khong day dé dam bao 6n dinh

- Nén lap wifi trong phong, mdi wifi pht song 1-2 phong

- Wiki xuyén san bé tong, bé mat kim loai rat kém -> mdi ting/ khu vyc it nhat 1 wifi

- Kiém tra vang phii séng: dung phin mém netSpot (cé trén Windows/ Mac / iOS /
Android) quét tai nhimng vi tri can kiém tra. Song dat yéu cau néu signal tai tat ca vi tri
trong nha phai > -65 dBm (cang nho cang t6t)
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3. Cau hinh hé thong mang (bit bugc phai tuin thi dé hé thong hoat dong on dinh)
- Céc thiét bi smarthome bét budc phai chung 1 VLAN / segment
- Néu nang cap router, can chuyén router nha mang lam Bridge Mode, han ché ding double NAT
- Chirc niang Client Isolation: ngin cac thiét bi trong 1 mang néi chuyén véi nhau.
o Biéu hién: ping bi timeout
o Chu hinh: bit budc phai tit client iso trén tit ca Router & Wifi
- Chirc nang IGMP Snooping: kich hoat dé loc cac géi tin nham giam tai cho mang
o Biéu hién 15i: cai dat binh thudng nhung bi offline sau 1 vai ngay
o Cau hinh: bat budc bat IGMP Snooping
- Khong dugc chan cac dich vu: MultiCast, mDNS, IGMP Snooping, Bonjour
- Khong dugc tat Ipv6: DHCPv6, Multicast v6, DHCP...
- Wifi SSID: ¢6 thé dat chung SSID cho cac wifi, cac bing tang (2.4 / 5.0 GHz).

4. Chan do4n h¢ thong mang:

- Néuhé théng smarthome hoat dong khong on dinh: camera mo, giat hinh, lag, app diéu khién
chap chon, thinh thoang bao khong phan hdi, nén nghi ngd do hé thong mang:

- Kiém tra thong mang (ping) tir thiét bi dén tat ca cac hub, ké ca apple home hub (homepod):
dam bao ping < 40ms

- Kiém tra thong internet va ping <100ms

- Lbi khong pair dugc Matter / Matter chap chon: kiém tra Ipv6

- Khong cai duogc thiét bi, khong scan QR dugc thiét bi: kiém tra Multicast, IGMP, mDNS

- Ldi peer-to-peer: kiém tra 16p mang & cai dit IP isolation

Some Features May
Not Work on This
Network

<._A, =

HomePod features like AirPlay and
Personal Requests may not work on
“THIEN TU" because it does not support
peer-to-peer connections.

Learn More

Done

- Ldi khi pair homekit: kiém tra 16p mang; & nang cap DT Ién ios mdi nhat
- L&i khong vao duoc trang cdu hinh router: tring man hinh sau khi logon hoic
SSL. ERROR_UNSUPPORTED_VERSION: cai firefox va chinh “security.tls.version.min”
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